Short Topics in
1 6 System Administration

Jane-Ellen Long, Series Editor

A System Engineer’s Guide to
Host Configuration and Maintenance
Using Cfengine

Mark Burgess and Zleen Frisch

Published by the USENIX Association
2007



About SAGE

SAGE is a Special Interest Group of the USENIX Association. Its goal is to serve the
system administration community by:

® Offering conferences and training to enhance the technical and managerial
capabilities of members of the profession

B Promoting activities that advance the state of the art or the community

® Providing tools, information, and services to assist system administrators
and their organizations

® Establishing standards of professional excellence and recognizing those who
attain them

SAGE offers its members professional and technical information through a variety of

programs. Please see http://www.sage.org for more information.

© Copyright 2007 by the USENIX Association. All rights reserved.
ISBN 1-931971-52-8

To purchase additional copies, see
htep://www.sage.org/pubs/short_topics.html.

The USENIX Association
2560 Ninth Street, Suite 215
Berkeley, CA USA 94710
orders@usenix.org
htep://www.usenix.org/

First Printing 2007

USENIX is a registered trademark of the USENIX Association.
USENIX acknowledges all trademarks herein.



Acknowledgments v

1. Introducing Cfengine 1
1.1 Fundamental Concepts 3
1.2 Cfengine Components 7
1.3 Getting Started 8

2. Cfengine Policies: Under the Hood 13
2.1 Action Sequence Rule Types 15
2.2 Cfengine Classes 32
2.3 Filters 37
2.4 Policy Ordering and Execution 40
3. Building a Cfengine Infrastructure 42
3.1 Roadmap for Centralized Policy 42
3.2 The cfrun Command: Simulating Push with Pull 49
3.3 DHCP and Dynamic Addresses 51
3.4 Dealing with Firewalls 53
4. Some Case Studies: Sample Policies 58
4.1 Managing a Laptop Computer 58
4.2 Web Server 60
4.3 A Site Policy File Suite 64
4.4 Gathering Data from Many Hosts 77
5. Extending Cfengine: Modules and Methods 78
5.1 Modules 78
5.2 Methods 79
5.3 Example: Generating the Password and Shadow File 82



iv/ Contents

6. Host Monitoring and Anomaly Detection 86
6.1 Autonomic Computing 87
6.2 Alerts: Some Basics About Warnings 87
6.3 The cfenvd Daemon 88
6.4 The ShowState Function 90
6.5 The Cfenvgraph Utility 91
6.6 FriendStatus Alerts 93
6.7 File System Scans 96
6.8 Interpreting Anomaly Results 97
6.9 Patterns and Anomalies 104

7. The Cfengine Management Process 105
7.1 Process Requirements 105
7.2 Revision Control and Rollback 106

Index 109
About the Authors 114



Acknowledgments

The authors would like to thank all of the people who have made contributions to this
booklet. First, we thank our excellent team of technical reviewers: Chaos Golubitsky,
Edward E Brown, Jason Heiss, and Jeremy Mates. Their very careful reading of the
manuscript for this booklet has made it much better. We also thank Kyrre Begnum and
Laura Villa for input and pointing out some problems. Finally, we thank all of the
members of the cfengine community for their ongoing support and encouragement in
the project and in general. Any errors that remain are our own.






